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ABSTRACT
Critical National Information Infrastructure (CNII) organisations in Malaysia consist of
many crucial sectors that not solely effect on national e-sovereignty, but also on
economy, social and politic matters. Due to the widely usage on social media especially
on Twitter, harmful rumour can easily propagate without any restrictions on any CNII
organisations. For instance, the harmful rumour can damage the function of affected
CNII such as reputation, perception and even worse can lead to disability to function.
Up to this moment, there is no proper control to stop rumour propagation on Twitter for
CNII. Therefore, this paper proposes a framework on controlling rumour propagation on
Twitter for Malaysian CNII.
Keywords: Rumour, Rumour Control, Microblogging, Twitter, Critical National
Information Infrastructure (CNII)
INTRODUCTION
Twitter, a microblogging service that allows users to publish and exchange 140
character messages called tweets is one of the online social media that rapidly growth in
last few years. Information sent on Twitter get replied quickly and propagated relatively
far away, even though most of the conversations on Twitter last for a short period of
time (Ye, Shaozhi, & S., Felix Wu, 2010). Its structures and features also allow the
spread of unverified information in large amounts among people (Herman & Noam,
2008) and efficient (Doerr et al., 2012).
The statistics provided by the Malaysia Computer Emergency Response Team
(MyCERT) showed that the cyber incidents in the category that related to the use of
online content such as content related and cyber harassment accident increased in the
second quarter compared to the first quarter in 2013 (Malaysia Computer Emergency
Response Team, 2013). Malaysia's CNII was not exception from these cyber incidents.
Therefore, CNII organisations must be fully protected from associated cyber threats
which in turn can help to achieve the government's goal to bring Malaysia on par with
advanced nations in digital economy (BERNAMA, 2013).
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Figure 1. Interdependencies of selected critical infrastructures. Source: German Federal
Ministry of the Interior, Protection of Critical Infrastructures. Risk and Crisis
Management. Guidelines for Companies and Authorities, Berlin, May 2011, 10.
Critical National Information Infrastructure (CNII)
The CyberSecurity Malaysia defined the Critical National Information Infrastructure
(CNII) as an organisation which the destruction or disruption of its assets (real and
virtual), systems and functions would significantly affect the nation’s image, economic
strength, defence and security, government capabilities to function and public health
and safety (CyberSecurity Malaysia, 2013). The government of Malaysia considers that
there are ten sectors which there are critical elements; national defence & security,
banking & finance, information & communications, energy, transportation, water,
health services, government, food and agriculture and emergency services
(CyberSecurity Malaysia, 2013).
Most of the CNII in Malaysia today is an information infrastructure which
consisting of numerous networks connection such as internet, intranet, extranet and etc.
Its interdependence with other critical infrastructures demanded the protection.
The dependency on digital information systems and it interdependencies between other
infrastructure escalating vulnerabilities and risks among others include cybercrimes
such as harassment, content related, malicious code, denial of service attacks, hacking,
intrusion and fraud.
The growth of cyber threats to the CNII need comprehensive cyber security
implementation not only from the physical attack, but also from syntactic and semantic
attack. The National Cyber Security Policy (NCSP) has been put in place to protect the
e-sovereignty of the nation (Shamir, 2011). However, the semantic attack in the form of
rumours which has been spreaded on the Twiter is now being looked as something to be
reckon with. The semantic attacks can be more serious than physical or syntactic attacks
(Schneier, 2000).
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RUMOURS ON TWITTER
The spreading of rumours on Twitter that related to CNII in Malaysia are becoming
more common in recent years. Several cases of spread of rumours on twitter that
directly affect CNII in Malaysia has been reported such as Bangladeshi phantom voters
during 13th General Election (New Straits Times, 2013); Sabah invasion by Sulu
terrorist (The Edge Malaysia, 2013) and racial clashes in Sungai Petani (BERNAMA,
2012, and New Straits Times, 2012).
The rumours spread on Twitter have implications to the social, economic and
political, directly and indirectly such as panic buying, a drop in investor and tourist
confidence, racial tensions, racism discrimination, panic buying, xenophobia, foreigner
phobia and diplomatic relations. Some of the CNII which have been affected by these
rumours are the Malaysian government, the Royal Malaysia Police, Malaysian Armed
Forces and the Ministry Of Home Affairs.
The rumours circulated on Twitter, if not controlled, will give a worse effect on
the related CNII organisation and the nation as a whole. At present, there are no
guidelines and rules can be adopted by CNII in Malaysia to control the spread of
rumours on Twitter. The Malaysian government currently do not have any plans to shut
down the Twitter as is done by some countries to prevent the uncontrolled
dissemination of information (Malaysia Today, 2011).
Therefore, a framework needs to be developed to assist the Malaysian CNII to
control the spread of rumours that could have a negative effect not only on their
organisation, but also to the nation.
LITERATURE REVIEW
The literature review in this paper will explain the definition of rumours, relationship
rumours and cybercrime, rumour monitoring, rumour detection and later on rumour
control.
Glimpse of the Rumours
Definitions of rumour has been widely varying by the research across sociology,
psychology, and communication studies (Pendleton, Susan Coppess, 1998). Rumours
have been described as public communications that are infused with private hypotheses
about how the world works (Rosnow, R, 1991), or more specifically, ways of making
sense to help us cope with our anxieties and uncertainties (Rosnow, 1988 and 25].
Grover summarised that rumours are unverified information and the potential to
spread rapidly among people (Grover, 2008). Among the variables that lead to the
existence of the rumour as defined by scholars are anxiety (Allport, Gordon W., and
Leo, 1947), harmony (Allport, Gordon W., and Leo, 1947), lack or plentiful news
(Shibutani, 1966), mistrust (Rosnow, Ralph L., and Gary, 1976), paucity of information
(Koenig, Fredrick, and Fredrick Koenig, 1985), ambiguity (Rosnow, 1976 and Rosnow,
1988) and uncertainty (Rosnow, 1976 and Rosnow, 1988).
Rosnow and Foster proposed basic law of rumours which the strength of
rumours is directly proportional to the significance of the subject of the individual
concerned and the uncertainty of the evidence at hand (Rosnow Ralph L., and Eric K
Foster, 2005). In particular, rumours happen when there is no clear relationship exists
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between the people and the right information, thus leading to ambiguity about the
source and validity of the information (Bordia, Prashant, and Nicholas DiFonzo, 2004).
Compared with the positive rumours, negative rumours spread more easily
(Knapp & Robert, 1944). The spread of negative rumours not only affects the individual
but also to an organisation. Among the negative impact of rumours to the organisations
are demoralisation and undermine employee productivity, market value losses and
damage to business reputation (Nicholas et al., 1994, DiFonzo, and Prashant 2000,
Michelson, V. Suchitra, 2001 and Dubois et al., 2011).
Is the Creator and Disseminator of Rumour is A Cyber Crime?
In the definition of cyber security incidents provided by Malaysia Computer Emergency
Response Team (MyCERT) in their website, there is no definition of rumour. However,
based on the review on the definition of rumour above, rumour can be classified under
content related or cyber harassment incident. According to MyCERT, content related
incident is a material which is offensive, morally improper and against current standards
of accepted behaviour which includes also nudity and sex (Malaysian Computer
Emergency Response Team , 2013)
Besides, cyber harassment incident covers a wide range of offensive behaviour
(Malaysian Computer Emergency Response Team , 2013). It is commonly understood
as behaviour intended to disturb or upset. In the legal sense, it is behaviour which is
found threatening or disturbing. In conclusion, we can conclude that harmful rumours
are cybercrime based on the definition provided by MyCERT.
Rumour Monitoring and Detection on Twitter
Continuous monitoring of the tweet that related to the CNII organisation is necessary to
ensure that the rumours generated can be traced and combat quickly. Thus, it is crucial
to have a systems that can automatically detect rumours circulating on the Twitter
networks.
Seo et al. proposed algorithm to identifying rumours and their sources (Seo,
Prasant, and Tarek, 2012) while Castillo et al. used a machine leaning technique to
classify rumours and non-rumours (Castillo et al., 2011). However, the research did not
cover the aspect of continuous monitoring.
The framework developed by Leskovec et al. to identify rumours on mainstream
media sites and blogs (Leskovec et al., 2009) perhaps the most suitable framework that
can be modified to be used on Twitter as it can perform automatic identification. This
possibility will be explored in our future work.
Rumour Control
Up to this moment, there is no study on controlling rumours propagation on Twitter for
CNII. Most researchers (Kapferer, 1990, and Kimmel, 2004) concurred that simply
denying a rumour fails to eliminate its negative impact, but few remedies have been
offered to counteract negative rumours. In an exception, Tybout et al. proposed that a
re-association strategy (Tybout et al., 1981), whereby the negative stimulus (e.g. worm
meat) associated with the target brand (e.g. McDonald’s) is re-associated with a positive
stimulus (e.g. the French use worm meat in their cuisine), can reduce the rumours’
negative effects on consumers’ attitudes toward the brand. Yet, re-association might
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sometimes prove problematic, either because of the difficulty of finding positive stimuli
that can offset the negative effect, or because of the monetary and cognitive costs
necessary for customers to learn new associations (Meyers et al., 1989).
Dubois et al. suggested an alternative strategy to counter rumours; making
communicators explicitly question whether they can be certain of their beliefs based on
the information they received (Dubois et al., 2011). Asking consumers to question or
reconsider whether they can be certain of a belief they have heard may lead them to
focus on and reconsider how certain the sender of the information was. This should help
to reduce recipients’ certainty in cases in which the sender was initially uncertain.
Research on controlling rumours has been done earlier in the field of marketing
(Dubois et al., 2011). Dubois et al. added and tested that there are three strategies of
combating rumours: denial, re-association and questioning. In the experiment, they
found that questioning strategy is the most effective way for combatting rumours
compared to denial and re-association in the field of marketing strategy. Does this
strategy can be applied to combat rumours on Twitter? The following explanation will
try to answer the question.
From our findings, it is not impossible to apply the questioning and reassociation strategy on Twitter. If we apply this strategy on Twitter, we need to ask each
user’s which tweeted the rumours. It may be possible if the number of tweet is small
and the rumourmongers just about to spread the rumours. However, Twitter only
allowed a user to tweet up to 1000 tweets per day and if the user keeps tweeting with
the same message, the account will be recognised as a spam account (Twitter, 2013). In
addition, a tweet can only have 140 characters per message. Therefore, this research
cannot adapt questioning and re-association strategy.
For this research, denial strategy is the most suitable approach to control
rumours for CNII organisation. This can be done with the official statement that will be
issued via their official Twitter account. The official statement to deny the rumour is the
control method which is part of the proposed framework that will be discussed in the
next section.
PROPOSED FRAMEWORK FOR CONTROLLING RUMOUR
PROPAGATION ON TWITTER FOR CNII
The proposed framework is a set code of practice and principles that will includes
process and procedures than can be used by the CNII organisations to protect and
govern their organisation from the cyber-threat come in the form of rumour. It can also
be used as a guideline to provide a method of establishing, implementing, reviewing,
maintaining and improving the level of readiness in facing a cyber-threat and attacks
throughout the CNII organization.
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Figure 2. The Proposed Framework for Controlling Rumour Propagation on Twitter for
CNII is adapted from ISMS 27001: 2005
This framework was originally developed based on the literature review and the PlanDo-Check-Act” (PDCA) process model which have been adapted by the ISO/IEC
27001:2005 to be applied to the structure of all the processes in ISMS. Although ISO
27001:2005 will be replaced with the new edition of ISO 27001:2013, the ISMS
processes in PDCA is still relevant for a security implementer to plan, do, check and act
on each security processes.
The framework consists of five steps of defining the rumour, defining the cyber
threat, rumour monitoring and detection, selection of control and rumour monitoring
and reviewing. The first and second step is a plan stage where the output is a policy
document. This is important to the CNII organisation to understand the problem domain
and define the information that can be classified as a harmful rumour which could
potentially damage their organisation. The third step of rumour monitoring and
detection is a combination of the do and act stage of the PDCA. At this stage, the
rumour which the characteristics has been identified at earlier stage will be identified.
The detection system should have the ability to provide real time alert and report to the
administrator so the risk assessment can be conducted immediately. The outcome of the
risk assessment then will be used by the decision maker to issue the most appropriate
statement to deny the rumour. This should be done within a short period of time in the
fourth step to prevent the rumours to spread more widely. Continuous monitoring and
reviewing the rumours propagation trend after publishing the official statement is
necessary to ensure that the rumours did not resurface and has completely disappeared
from the twitter sphere.
CONCLUSION
In this paper, a rumour propagation control on Twitter has been proposed to help the
CNII organisation in Malaysia to control rumours propagation on twitter. In our future
work, the framework will be validated with the sample of rumours derived from
Twitter. Other than that, this paper may help to shows the CNII organisation on the
effectiveness of controlling the rumours on Twitter and provide better understanding on
the impact of controlling rumours on social media.
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